Lecture ; Public |<e3 Cr7’f>+03\foq>k‘3,

To +Hradirionod (;fy+o%ro»?h3) MEsseges ave (oded with an

encryion key (enciphtrink ked)  Thy vecipient v@leves Ha
(oded Message and decede  with ¥ho decryprion key (deciplansg
¥€3> Once. ‘60u Rnow  +ho 6»’\6»’7/4’?07; 1%3 you Wil Rnow

Hh decryption key.

As an erample let wy Consider Hae Hill a-Cipher of
the message MATH, which (ovesponds 4o +he numbers

\2 019 7. Assume Ha encryption Mmoctrix Tg

53[510

3
Now — MA ;-—»m\,ﬂ{r—»[

5 how given by

Cg[ﬂ (mod 26) = [m (modat) = [lj — G:M

19 ) L2 :[6} v
E[)(maae),bﬂjé 24) X JO

19

73 The ciphived messase

ond

7 14
Thus +he Ciphared et s GMTO (o 6 12 4 14 )

ASsume now You ore Ha secret ogent who hewo



dbtoined +hi encrytion Red G ond Flo Ciphored 4oxt

(12 9 1 Youw (an Invert +HaR  medtix ¢ 4o obtain

HhQ decjpkpﬂng keé § In s case L déc/‘p/&r?r\g
keg]l T s a AxQ motrix such that

=[5 7] med 26),

o see how does it wovk, we're looking fov messages
_
X Y Such +hat

e = [0] Gmine), £V [4] Cmedad)
Now ;
= ?% = 3: [IZ:) Q’Wod&ﬁ)
y =5€ ? = F UL] (mod 2)

[
Which ollows +o dec??mv i ;[‘O&]-—v MA/ \/:[;‘J — TH.

Note thot n Qxa cebde § 7o %\A,H’e eq/)fla sletatned
We “ve

Lgo _[3”0 [SID’SOX
B N 13’J~[05

and 25 = | (mod b)) ie. G (med 2¢)= 2
S0

5= al-[i ";} E [;5: w] (mod ak)

|
we ‘ve -Fo\/m& Hrp d@(fﬂ—n‘or\ (QQ% g \L



In pu\bl?c keé Crﬁbﬁmyhgl the encryption keg 'S Chogen

So +hat it s not pr’o\d—?@\l(& invertble  Thus even izg- onld
RNOWS +h encryption, she Cannot Find tha decryption kel
n o @m(,ﬁaﬁ, +ime 'Qm\,W\Q, ond break +HL Ciphiv, We dhan)

Present one sudh Schame ; The RSA enuryption

Bﬁ%ﬂ@ dOFV\gS so wWe'll need sonQ banyic hnouo[edse OS

Moduloar ovithmetic . We ‘ve odrecv% introduced 2., inv
Pourticulor m=36, Tn this lectwe we will o into mace

details. Speud attentions witl be paid +o Zp wbore P s
o prime number,

We “ve Alre&ui% qone oves addiHon, subtvection ouwnd
Mmultiplicontion in 2, . To Complete +he axrithmetic
operations on A, we must ako consider divisioms.

For example =~ on 2o whoat s '% 1l What

does it meon ¢ Does (¢ exist, and if so 5 un g
These ore some of He Fuestions we need o answer.
C/efvlg Hare s a naturad m)agL fo consider division on 4,

SACh oW IO/7 on Zzé Call x = ‘0/7 on Z/ng ’

Than
7% =10 (mod2as)



So Ho vesl quastions ove

(D Is +here an x in Z,, Swch that [fx =10 (%) 7
I yes, s it wnigne 1

As + turns out both answers oxe af\]gﬁirmadr?ve‘ \ou con

check X = Qo (mod ;zg) AM) /X = = |O Cmod&@/
and ¥ Ts +g 0n/dat prl . So ‘0/7 = Q0 WM Z,

Note +hot lO/7 = lOe——-* " 2o . So '\& We Can have

7 Hon we Can  hove any c«/7 in Zag. Tt ois eany 4o
check V5 =15 in 2y . We shall denote
71205 i 2y, o 7215 (med 26),
Not e\/e«at element in /. has an inverse, for example

8 in Zsy hw no inverse. We've

\ThZOVem 1| Let aez, . Then & exists m Z,, §

5cd (a,m) =, ie. a,m are (oprime,

'Pmﬁ Multiply all elements in 7, by a we get
0 / a«/ &Q, -7 (m"/>0k [moa’ VV\)
We claim +hat they are all distinet in 2, , Fsut
The Controuy 15 +rng, +hon we’ll have
ka = Lo ovod m )




18 l (R-L2)a.

But Mm, A Qxe éa’pﬁmej SO we must have m] k’k‘
ﬂws, R=0 (modw) This T not posible, a
controdiction

Tharefove we condude thot 0, &, aa, -, (m-Da. (medm)
are all distinct . Obseive that we've m elemeats harve,
Which s +Huo sSame ab +y Nuwmber of demonts in L .

I means that +hey Simply Iepresent o permutation of
lemants Tn 2., In pmim(ox(} one and on17’ar\0/ of tham i
L (modm), s kA= (modm). It {ollows that
OL—I (mod m) 75 'QJ and 1t s WU%V\Q,. E

Tt showld be mentiomed +het thy (onverse i also Hri,
e, T)C O i not Coprin 40 m Haon @ does nst exist,
Con gow prove i 1

let P be a prime. Than @& exists for

| CofOl\Nz

g nongece Q in Zf”
(Prooﬁ Aﬂa Q’\—EO n Zf 1S Co’PY\'va WH’IAP ) M

(=



An Tmpovtont +heovem —Go\r ouv  AlTscussion 1S

Fermat’s LiHle Theptem] Let p ke o prime. The

for and A wWe've
QP = Q (mod p) |
If O. % not divisiole loy P HAln

Q,P/( = | Cmod P .

EM&_ If Pl Han p(a{"/ So ?‘0@’0\/ and
hente P = o (modp) .
1{' Pl tHen pis (opriml 4o A B7l owr Previow
discussins, A, 0, -7, (P& (modp) 15 A permutation
of L&, -, Pl in Zo.  Thu

O -Re)-(3o): <« (p-)a = [-2- -—(p-1) (modp)

(p-)! RP—I = (p-D!  (modp)
But (p-1)! is coprime o P and [et x:CP/z)‘l—’
in Zp. We've
X (P-1)! &L?’/:; X (-0l (mod )
= ( moct p)

X

Ar\ xrv\’PDYfavv[: [arobu/ ‘f’ Haiis Happrem ¢



Cofo“&fj [ et P, 9 be two different primes  Assume

Q. s CoprmL to both 7,9 . Then

@) (@-1)
3 ? = | (mod ?i)
1-|
Poot  Let b= . Than pib. So
. P-0N(2-1
b = Q >:-;l (mod Y

Similwl]/ et c=a’" Then at ¢ So
9-) (.P'l)(ﬂ"l) .
C A =

—
pe—

J ( mod ﬁ_)‘

All +hese meoan

P, 1

(P-N (3-1)
[ o

Her\ce
(P-1) (-
Pl | )

RSA  Cryptosystem

BSA s nowmed o\%ref Rivest, Shamir and Adleman, 3 (emputer
Scientists and modhematicions ot MIT. The system wad in fact
Livet devised 57 +Hae British mathemod ton Cl-‘%wd (ocks i
1372 . But with [imited (omputind powser at +ha time i wab
fothind move Han o curiositd . The MIT team (ame up with
i independently



I/\ +HAl "25/\ 6764—€m, +he 6V\cr7lp+7on IQ-Q% 4 0\,?5\;,,-
of integers (N, e), where Nz=pq i the produd

og-h/\)o fprimes, Pf—\“rﬂ_) ond & i3 lmfse and Copr7m€ +o
(p-10-(9-1),

(HO‘A\ (N,E) Works Sa% we ‘ve @ message. M (b/

Now You ore fommilae with Coding letters With numbers )

We'll need N +o be faidy large so  m <N

Encryption, n — o (med N)

/)L)C Computation for MmS (Mod N can be verd funt.

e is coprime o (3-N(li-1) =30, Saf o mesage
s m= 9 (th leter C). Then i+ is cphured

into

Q—>  (md33) =ag (med33)

[Bomplea] Let N=381 =167 = 46937, = 39423
Swg NMessages  in letters oxe (onverted nto Numbers
WSing 3 - |etter (ombirodions . In Hais e YES T

v\ = k- AL+ 4-.26 1% = 1634-¢




To encipher M, we do

/

o 39423
- (mod N) = [634¢ (mod 46927)

—_—

= 2166 (mod N)

-3+ 5.6 + 82+ — BFIC

Dec ;Pheﬁr\j keg

The enciphdring ked (N,e) = where N=Pg,
encript o messoge MWy intod

C = m® (modw)

To olecfph@r o Q,ncr/p+eol messas e C/ we use +Ha
deC{pb&,ﬁnj hey (N, d) . Here d is agiven b/

|

d = e  (med (p-0(g-»)

Coll K= (P-)(4-1). As long as p adfm we|

have
" = | (modN)

by Hhe Covollowy +o Fermat’s LitHe Theorem. Now, fvor
1’[/\Q/-€,Y\C(7’P1’€d messege (. wWE (Bn deCbe‘ef it "‘Dr"%
(N,d) as follows: Not +that de =1 (mod k). So

de = | +nK  for some



Thws ; )
C, - (me) — med mme

= VV\~CW\K)n = m.1

i

— m (mod N)
We've +Huarefove vetovered m wWind (N, 4D

LEXWV\PlQﬁX We 90 back +o the F{rﬁ QXO\MPIQ, Where
N=3%:l]| =33 and €=7_

K:&XlO:&o. Nowd
d = Q:l = 7’1 CMod &o) — 3 . So o d_ecfpl/\e(fn%
Red s (33, 3). For the enuypred message
C=239, the deciphored message T
3 2
M= =33 = a (med33),

which recoverd +he ov?ﬁ?r\o\Q_ messag e,

EX&W\WQX We go back 4o tha second example | where
(N, e) = (46937, 39433 ), with N= 281« ¢7,
K = aBox 166 =46430. One Can check

-
d = e (mod K) = Q6767

Se the AECIPMQKMS [ceé Vs (46927, %7673. Us:,.f)
this WE Can vEClover the ovigmal message m Brom
th Ciphaved mesage  C = Q166



d 26767

M= C = ueée (mod 44927)
= 1634€& (mod 446927)
ril\

Check £ out uSTnﬁ- O COLlCu\ad'or,

Why ¥ RSA & Public key Cryptosystem T

To find the deciphering ke (W, d) from +he
enciphering Rey (N, e), we compute

O( —= efl (mod k)

—

where N=Pd K= (p-D(3-). This in self s
quite eaby o do i we know K, But heve < tlo

b€w+7’ . To know kK we need 4o Rnow P, 4, ve.
we need +to Rnow +he factorigation of N, I P9
are both very |arge , say each is over IS0 dirts
long  +his is practiCaly impossible 4o do | So inu
ploctice it 75 mpossible 4o find (N, d),

- Other QQuestions

|. Where do we find very large. primes 2,41

As 7k tums out, there ¢ a verd e—ffsc?en-l:



wad +o Find large Primes . Dleane Qoo le
@f;w&u(% rect 4o RnNow wiove about it

3. With very large numbers m, N, €, s it
very expensive. to Compute © (med N) 2

The, onswer i NO. Tt can be done \/Qr%
E’,’gg’c}en‘\’(%' /’I/LfS Con b@ Seen *Prorr) an @QMFIQ:

ol
.9, Compute |37 (mod /ooo)

loa¥ N Sz <)
1a7 = (a7) = (16124) = 139 (modien)
6 —
':-‘(/&‘z'z)z’fé = 1666 = 6w (mod Joos)
128
= (410%%]) =

28
— 881) ( mod /ooc)
;(8&)‘)64 = 776 {élé4L = (5/64' (mod [o00)

32
:Géﬁ)n: asaas’” = (-79) = 79
= éZZ.}»[ e =

(
= a4 = 5808l = ¢t
2
= 6561 = 61t = 31672) =727

= 5198 = ¢

22

(mod [000)



